The Intersection of Health Information Exchange
and Patient Confidentiality

by Deborah A. Cmielewski

Imost everyone has a friend or relative who
sutfers from a chronic condition requiring
ongoing medical treatment and consulta-
tion with multiple providers. These patients
maintain copies of their medical records,
laboratory results and films, toting them
back and forth to various appointments. Depending upon the
patient’s condition, there may be volumes of materials housed
in boxes, binders or briefcases; these records are not always
secure, and they are frequently incomplete. Often patients
leave them in their cars or lying around their offices waiting
for the next doctor's appointment. As patients go from
appointment to appointment, various providers may be view-
ing the medical information for the first time. Often they are
unfamiliar with the patient’s personal circumstances or indi-
vidual condition; this is particularly challenging when a
provider needs to make an urgent decision. While precious
time passes, the provider begins the cumbersome (and per-
haps desperate) process of assembling records to evaluate the
patient’s condition. Enter the concept of health information
exchange, which can be a serious game-changer for patients.
Health information exchange (HIE) refers to the transfer of
health information electronically, in accordance with nation-
al standards that ensure confidentiality, privacy and security.!
A health information organization (HIO), by contrast, is the
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overseer. It is the mechanism that governs the exchange of the
information between and among doctors, nurses, pharmacists
and healthcare providers, in accordance with national stan-
dards.? (Quite simply, the HIE is a verb and the HIO is a noun;
the HIO is the entity that facilitates the exchange of the infor-
mation.) Along similar lines, interoperability is the capacity of
information systems and applications to communicate with
one another, and to exchange and use data through an auto-
mated approach.’ It enables systems to work together to
advance the delivery of healthcare.

The widespread exchange of health information raises
obvious questions surrounding patient privacy and security.
How is the HIO classified, and how do patients ensure their
information will be safe and secure? Who is responsible for
protecting the patient’s protected health information? Do
patients want providers to use HIE, and should there be limi-
tations for specific types of information? And if so, what types
of information?

On balance, the ability of patients to effectively manage
their health through HIE seems to outweigh the confidential-
ity issues, provided appropriate safeguards are in place. In
order to further the development of HIE and promote effec-
tive nationwide interoperability, the stakeholders involved
must employ a shared agenda to educate the patient about
this important process.
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What Do Patients Want?

More than ever, patients require
immediate answers—but not at the
expense of their privacy. Perhaps they
have been recently diagnosed with an
illness and are wading through a maze
of specialists to obtain a prognosis and
develop a plan of care. Alternatively,
they may have an accident or suffer an
iliness while traveling, causing an out-
of-state provider to review their medical
histories in order to make a complete
assessment. Regardless of the circum-
stances, one thing is certain: Patients
have ne patience for sitting in a doctor’s
office waiting for multiple providers to
interact with one another. Without
seamless access to information,
providers are forced to make split deci-
sions using their best—but not always
their most informed—medical judg-
ment. Patients recognize these chal-
lenges facing providers, and the obvious
need for various parties to communicate
seamlessly in order to promote rapid
and effective care.

As the sophistication level of HIOs
and the publicity surrounding them has
increased, patients have recognized the
benefits in these
models." Nevertheless, concerns still
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exist over confidentiality and potential
security breaches.® These concerns espe-
cially ring true in the face of numercus
significant data breaches that have
plagued the healthcare industry. In fact,
the year 2015 has been referred to as the
“year of the health-care data breach,”
with healthcare having surpassed the
financial and retail sectors as the most
targeted industry for this egregious activ-
ity.* Information available as of this writ-
ing indicates that in 2015, the Office for
Civil Rights (OCR) received notice of 254
healthcare data breaches, which collec-
tively exposed the protected health
information of more than 113 million
individuals.” Even a cursory review of the
OCR'’s breach report results for breaches
affecting 500 or more individuals (a/k/a
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the infamous ‘Wall of Shame”) confirms
that the vast majority of incidents arose
from theft, which points to an absence
of effective security measures.®

HIO Classification under HIPAA

A crucial starting point in evaluating
the privacy obligations applicable to the
HIO is a review of the Health Insurance
Portability and Accountability Act of
1996 and its implementing regulations
{collectively, HIPAA).® The BIO is not a
health plan, healthcare clearinghouse or
healthcare provider who transmits
health information in electronic form in
connection with a transaction covered
by the HIPAA rules. Thus, it is not a cov-
ered entity.” The HIO instead functions
as a business associate, handling pro-
tected health information on behalf of
various different covered entities." In
that capacity, it maintains access to pro-
tected health information on a regular
basis for the limited purpose of sharing
that information between myriad
providers.'

The federal regulations require the
HIO to enter into a written business
associate agreement (BAA)} in order to
create, receive, maintain or transmit
electronic protected health information.
Thus, in order for it to exchange data
between and among the providers, the
HIO must have a BAA with them.®
Under the privacy rule, covered entities
that participate in an HIO are permitted
to execute a single BAA that can be
signed by the HIQ (as the business asso-
ciate) and by each of the covered enti-
ties; multiple BAAs between the HIO
and each covered entity are not
required.” Through these BAAs, the HIO
agrees to maintain certain physical,
administrative and technical safeguards,
as prescribed by the HIPAA security rule.

The passage of the Health Informa-
tion Technology for Economic and Clin-
ical Health (HITECH) Act, enacted as
part of the American Recovery and Rein-
vestment Act of 2009, required business

associates for the first time to comply
with the HIPAA security rule, and
authorized the imposition of civil mon-
etary penalties against business associ-
ates for impermissible uses and disclo-
sures of protected health information.®
These stringent obligations have forced
business associates to enhance risk
analyses—developing policies and pro-
cedures, administering training pro-
grams, and accepting responsibility for
protected health information. They
must report security incidents and make
breach notification to the covered enti-
ties in a timely manner.

Patient Awareness and Censent

Educating patients on the benefits of
HIE and allowing them to have an active
role in their healthcare (including
obtaining consent to share data even
when it is not legally required) will help
to further confidence in HIE.

In general, HIPAA permits covered
entities to freely transfer protected
health information without patient
authorization for purposes of treatment,
payment and healthcare operations (i.e.,
quality assessment/improvement and
care management) purposes.’® Nonethe-
less, exceptions to the “treatment, pay-
ment and health care operations” rule
exist for certain categories of sensitive
information, including substance abuse,
HIV, mental health and abortion. Feder-
al regulations that apply to alcohol and
drug abuse patient records maintained
in connection with federally assisted
alcohol and drug abuse treatment facili-
ties and programs administered by the
Substance Abuse and Mental Health
(SAMHSA)
require patients to consent to the disclo-
sure of all records for treatment purpos-
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es, absent limited exceptions (i.¢., emer-
gencies).Y
federal and state laws require specific

Likewise, wvarious other
consent prior to the dissemination of
information in sensitive categories prior

to disclosure for treatment purposes.
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HIPAA is a floor; as such, states can, and
do, adopt more stringent standards in
certain cases.”

This lack of consistency involving
certain types of records presents an obvi-
ous problem in the context of HIE.
What happens if the HIO needs to trans-
mit information to or from a state that
has specific consent requirements?
What about an HIO that wants to trans-
mit sensitive data (as opposed to simple
‘treatment, payment, healthcare opera-
tions’ data)?

One possibility for addressing this
lack of consistency is for providers to
obtain consent for any disclosure
through the HIO, including disclosures
for routine treatment, payment and
healthcare operations purposes.” While
this may seem like owverkill, it would
avoid the need for the segmentation of
data (described below) and for evaluat-
ing every individual situation. Alterna-
tively, providers could design a process
that enables a patient to restrict certain
types of information or certain types of
their
Although the privacy rule does not

recipients of information.®
require patient consent to participate in
HIE, informing patients of these models
and providing them with freedom of
choice necessarily enhances their trust
in the system.*

Providers can also make patients
aware of their participation in HIE
through distribution of notice of privacy
practices (NPP). Under the HIPAA priva-
cy rule, providers are required to furnish
an NPP to patients on the date they
receive their first service; the NPP iden-
tifies in plain language the ways the cov-
ered entity may use and disclose their
protected health information.” While
the HIO (as a non-provider) has no obli-
gation to distribute the NPPF the
providers participating in the HIO can
disclose information relating to the HIO
and identify the safeguards in place to
protect the networked data.® Such an
open and transparent process can also
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help facilitate patient trust in HIE.

Along the same lines, providers can
consider distributing a standalone notice
of disclosures relating to the HIO, specif-
ically highlighting the issue and describ-
ing the protections in place (in the hopes
that distinguishing these disclosures
from the NPP will call attention to
them). These optiens for sharing infor-
mation with patients may stimulate trust
and encourage the selection of providers
that offer these cutting-edge options.

Quite simply, why wouldn't a patient
want fo participate in a system that
facilitates seamless care, provided safe-
guards are in place and there is minimal
risk in doing so?

The Advancement of HIE/HIO

The appropriate governmental agen-
cies have continued to support the
development of technological solutions
that advance the progress of HIE. The
HITECH Act initially established the
Health Information Technology Policy
Comumittee, which was charged with the
responsibility for making recommenda-
tions to the Office of National Coordi-
nator for Health IT (ONC) regarding
HIE.*

The ONC has recognized that many
patients will avoid seeking treatment if
they do not believe their providers will
be able to properly safeguard sensitive
information contained in their medical
records. With this in mind, the commit-
tee was principally charged with devel-
oping technologies that facilitate the
segmentation of sensitive data through
secure methods.* By employing data
segmentation, the HIO can sequester
(or set aside) such data and, through
proper technology, the system can be
coded to trigger the need for patient
consent before the release of the sensi-
tive information.

Various offices in the ONC also con-
ducted and funded the data segmenta-
tion for privacy (DS4P) initiative, engag-

ing a team of experts in health

information technology to assess the
handling of sensitive data relative to
HIE.* The first phase of that initiative
took place between 2011 and 2014. At its
conclusion, the initiative produced a
number of test cases that showed prom-
ising ability to exchange sensitive health
information in a safe and secure manner.
The ONC will continue its focus on
supposting the development of technol-
ogy in this important area, educating
providers on data segmentation and
helping to ensure they can accept seg-
mented data.” Reports suggest that addi-
tional pilot cases to evaluate the
progress of HIE will be forthcoming.® In
addition, the ONC has issued a compre-
hensive report expanding upon its ini-
tial set of guiding principles and build-
ing blocks for furthering HIE.® That
report includes a set of 10 core items
and an extensive plan that is specifically
designed to advance HIE development,
with the goal of achieving nationwide
interoperability by the year 2024,

Conclusion

Clearly there is the crucial need for
healthcare providers to coordinate care
in order to reduce duplication of efforts,
facilitate rapid decision-making and
deliver better outcomes. HIE is a power-
ful tool to aid in this effort. Nonetheless,
confidentiality concerns still exist.

Patients want better care, and sup-
port the sharing of infermation to get it
only if they can be assured there will be
no risk to their privacy. This is especially
true when dealing with protected health
information that would cause a stigma
for a patient if it were to be released
improperly.

At the root of it all, the author
believes the federal government, state,
tribal and local governments and the
private sector need to develop a shared
agenda in order for HIE to flourish and
succeed.” It is essential for governmen-
tal agencies to continue to support the
development of a strong and flexible
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health IT ecosystem that promotes the
continuity of care through HIE and
increases transparency.® The author
believes development of safe and secure
technical systems, coupled with patient
education and enabling patients to take
a meaningful role in their healthcare, is
the only way to achieve the ONC's goal
of nationwide interoperability accord-
ing to plan. &2
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