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Electronic Health Records

IT’s a HIT

by Jenny Carroll and Daniel O. Carroll

n today’s healthcare industry, the use of electronic

health records (EHRs) by healthcare providers (from

small physician practices to large healthcare systems)

is a necessary means of conducting core healthcare

operations and delivering and coordinating patient

care. For at least a decade, the federal government has

targeted the proliferation of the use of EHRs as a primary

means of effecting healthcare reform. At the end of George W.

Bush's first term as president, he announced the goal of estab-

lishing and implementing a nationwide health information

technology (HIT) infrastructure that can be accessed and used
by providers and patients alike.!

EHRs have been identified as a way to cut unnecessary

costs, avoid dangerous medical mistakes, eliminate waste and,
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above all, improve the delivery and quality of care.” The fed-
eral government continues to support and promote the imple-
mentation and use of EHRs by providing incentives for their
meaningful use and applying disincentives for failing to do so.
The true value of EHRs, and the goal of improved healthcare,
can only be realized with nationwide acceptance and use of
EHRs by healthcare providers and their patients.

EHR Adoption and Implementation

From a business perspective, the benefits of EHRs to health-
care providers can be seen in purely economic terms with the
government incentives provided to meaningful users, the
reduced administrative costs involved with maintaining paper
charts and transcription services, and the increased opera-
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tional efficiencies. From a healthcare
perspective, the benefits of EHRs can be
seen in terms of improving the quality
of care for patients. The use of EHRs has
been identified as a way to reduce med-
ication errors and resulting adveise drug
events.?

In order to achieve the federal gov-
ernment’s vision of a fully integrated
nationwide HIT, there have been signifi-
cant technological, financial and regula-
tory hurdles to clear. Initially, EHRs were
expensive investments that lacked the
uniformity and interoperability neces-
sary to realize their full potential. In
addition to the challenges of promoting
the acquisition and adoption of EHR
systems by healthcare providers, the fed-
eral government and the marketplace
had to address significant challenges in
the implementation and use of EHR sys-
tems.?

Significantly, acquisition and imple-
mentation of EHRs could not adequately
be promoted under the regulatory struc-
ture that existed prior to 2004. President
Bush issued an executive order in April
2004 creating an executive office “to
provide leadership for the development
and nationwide implementation of an
interoperable health information tech-
nology infrastructure to improve the
quality and efficiency of health care.”
In other words, the charge of this central
office was to deterinine how to smooth-
ly and securely share health records
among appropriate parties once in elec-
fronic format, By virtue of this executive
order, the Office of National Coordina-
tor for Health Information Technology
(ONC) was established under the over-
sight of the United States Department of
Health and Human Services (HHS).
Since its inception, the ONC’s role has
been expanded to support HIT imple-
mentation by subsequent legislation.*
The ONC is responsible for establishing
standards for certified EHR, including
privacy, security and interoperability.”

After more than a decade, the ONC
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has acknowledged the significant
progress made with HIT in the United
States, but has also recognized there
remain barriers to secure, efficient and
effective sharing and use of electronic
heaith information nationwide.® These
barriers include: 1} failure to sufficiently
structure and standardize electronic
health information, causing workflow
difficulties; 2) inadequate financial
motives and inconsistent legal and oper-
ational policies, which inhibit the shar-
ing of electronic health information;
and 3) despite existing networks offer-
ing interoperability across a select set of
participants, there remains no reliable
way to establish the necessary trust for
the sharing of electronic health infor-
mation across disparate networks
nationwide.

While the ONC concedes it is not
realistic to think all electronic health
information needs in the United States
can be met with a single approach to
sharing such information, it strongly
believes a common set of policies and
technical standards must be adopted to
facilitate nationwide interoperability
and provide end users of EHRs with flex-
ibility.”

Clearing Regulatory Hurdles

In order to foster widespread acquisi-
tion and adoption of EHRs, several regu-
latory restrictions required adjustment.
Specifically, the federal Stark law and
the anti-kickback statute had to be mod-
ified to permit and facilitate the adop-
tion of EHR systems by healthcare
providers. In addition, the federal regu-
lations needed to set the functional and
operational standards for the type of
EHRs that should be promoted, and
therefore qualify for these regulatory
protections. Accordingly, it was deter-
mined early on that certification of
EHRs by the federal government was a
critical component of implementing a
nationwide HIT.

In 2006, the Office of Inspector Gen-

eral (O1G) and the Centers for Medicare
and Medicaid Services (CMS) promul-
gated regulations designed to advance
the goal of improving “health care qual-
ity and efficiency through widespread
adoption of interoperable electronic
health records systems.”* These regula-
tions established a new exception to the
Stark law and a new safe harbor under
the anti-kickback statute. Pursuant to
the new rules, a hospital is able to pro-
vide its staff physicians with financial
assistance for the acquisition of certified
EHR systems. The regulations detail how
these arrangements are to be structured
and documented. It is worth noting that
the regulatory provisions allowing these
arrangements are available for a limited
pericd of time, and are set to expire in
2021.m

Even though the federal regulatory
barriers were addressed from a fraud and
abuse perspective, federal tax law posed
an additional concern for tax-exempt
hospitals. Tax-exempt hospitals feared
that providing financial assistance to
their staff physicians to acquire EHRs
would constitute an impermissible pri-
vate benefit to these physicians. In
2007, the Internal Revenue Service
issued a memorandum assuring tax-
exempt hospitals that providing EHR
acquisition assistance to physicians
would not constitute an impermissible
private benefit, as long as the regulatory
requirements for the Stark law exception
and the anti-kickback statute safe harbor
were satisfied together with some addi-
tional requirements.*

Incentives and Penaltics

After initial regulatory barriers were
addressed, the next step in promoting
the adoption of EHRs came as part of
broader legislation designed to address a
downturn in the national economy. In
Feb. 2009, Congress enacted the Health
Information Technology for Economic
and Clinical Health (HITECH) Act as
part of the American Recovery and Rein-
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vestment Act of 2009.* In part, the
HITECH Act was designed to promote
the adoption and meaningful use of
health information technology.
Through the HITECH Act, the govern-
ment enacted a regulatory scheme that
would provide financial incentives for
adoption of EHRs by eligible healthcare
providers, while at the same time
impose penalties on those who refused
or failed to adopt and implement EHR
systems.

The HITECH Act sets the parameters
for the EHR incentive program (i.e., eli-
gibility requirements for payments,
incentive calculation and payment
amounts, payment timelines and penal-
ties), but relies on CMS to promulgate
regulatory requirements to determine
how and when providers achieve ‘mean-
ingful use’ of certified EHRs. Incentive
payments for adoption and meaningful
use of certified EHRs are available to cer-
tain eligible professionals, eligible hospi-
tals and critical access hospitals.”

Pursuant to the HITECH Act, a user of
an EHR system must be able to demon-
strate: 1) the use of a certified EHR sys-
tem in a meaningful manner; 2) the cer-
tified EHR system is connected in a
manner that provides for the electronic
exchange of health information to
improve the quality of care; and 3} the
use of the certified EHR system to sub-
mit clinical quality measures and other
measures, as may be required.” In order
to participate in the government-spon-
sored EHR incentive programs, and to
receive incentive payments while avoid-
ing payment adjustments or penalties,
providers must be eligible and must suc-
cessfully demonstrate meaningful use of
EHRs for each year of participation in
the EHR incentive program.'

In order to maintain flexibility with
ever-changing and rapidly developing
EHR technology, CMS has adopted an
approach that will stagger or phase in
the requirements for EHR adoption and
meaningful use over time in successive
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stages. The graduated approach of stages
is intended to allow rulemaking based
on user experience with the available
technology, and each stage wiil progres-
sively and incrementally expand the
requirements for achieving meaningful
use of EHRs."

The stages of meaningful use are
designed as follows: 1) Stage 1 meaning-
ful use criteria is focused on data capture
and sharing; specifically, electronically
capturing health information in a stan-
dard format; using the information to
track key clinical conditions; communi-
cating captured information for care
coordination processes; initiating the
reporting of clinical quality measures
and public health information; and
using information to engage patients
and their families in their care; 2) Stage
2 meaningful use criteria is focused on
advance clinical processes; specifically,
health
exchange; increased requirements for e-
lab
electronic iransmission of

more rigorous information

prescribing and incorporating
results;
patient care summaries across multiple
settings; and more patient-controlled
data; and 3) Stage 3 meaningful use cri-
teria is focused on improved outcomes;
specifically, improving quality, safety
and efficiency, leading to improved
health outcomes; decision support for
high-priority
patient access to self-management tools;

national conditions;
access to comprehensive patient data
through a patient-centered health infor-
mation exchange (HIF); and improving
population health. CMS indicated that
it may adopt additional stages to intro-
duce further meaningful use criteria at a
later date.”

While eligible professionals and eligi-
ble hospitals that are able to successfully
attest to compliance with meaningful
use criteria will receive incentive pay-
ments, those who are unable to do so in
the required time period will be subject
to penalties or payment adjustments.
The payment adjustments are effected

through the Medicare physician fee
schedule (PFS) for covered professional
services furnished during the year.” Pay-
ment adjustments are graduated as fol-
lows: 1) a one percent reduction in
Medicare PES payments in 2015; 2) a
two percent reduction in Medicare PFS
payments in 2016; and 3) a three per-
cent reduction in Medicare PFS pay-
ments in 2017 and subsequent years.”
In addition, meaningful use must be
demonstrated every year by the eligible
professional in order to avoid payment
adjustments in subsequent years.”
Notably, CMS may increase penalties
beginning in 2018.2

Audits and Appeals

All providers receiving incentive pay-
ments may be subject to an audit by
CMS to verify the applicable provider’s
attestation.”® During the audit, CMS will
look for the source documentation used
by the provider when making the attes-
tation. This documentation should be
retained by the attesting provider for at
least six years post-attestation.® The
OIG’s 2015 and 2016 work plans indi-
cate a commitment to conducting more
audits related to the use of EHRs by
healthcare providers. Specifically, the
OIG is focusing on security matters for
EHRs, as well as reviewing EHR incen-
tive payments to ascertain if they were
properly made® As a matter of best
practices, eligible professionals and hos-
pitals should conduct their own self-
audits to ensure attestations are properly
made and to be prepared for any possi-
ble government audits. Self-audits may
provide the audited eligible professional
or hospital with a basis for appealing
any adverse audit determinations made
by the government.

Nomn-Regulatory Barriers to
Implementation

Addressing regulatory and legal issues
is only part of the challenge to a success-
ful EHR implementation. Equally impor-
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tant, and sometimes more daunting, are
the business issues that may impede suc-
cess. There have been several studies
concerning these real world (i.¢.,, non-
legal) challenges for healthcare providers
adopting and implementing EHR sys-
tems. These studies seem to reveal three
major categories of obstacles to success-
ful adoption of EHR systems by health-
care providers: 1) cost; 2) technical
issues; and 3) workforce training and
education. When faced with these ohsta-
cles, the challenge to implement an EHR
systemn successfully is further compound-
ed by negative attitudes and resistance to
change from the individuals tasked with
executing the project.”

First healthcare
providers are faced with a significant

and foremost,

investment to purchase and install an
EHR system. These significant financial
costs are felt immediately and directly
by the healthcare provider paying for
the EHR system, while the benefits may
not be realized for quite some time. In
addition, some of the more important
benefits of EHR implementation are
actually realized by others who do not
pay for the EHR systein, such as patients
and payors.

Since an EHR system represents a sig-
nificant financial investment for a
healthcare provider, it is crucial to select
the right system. Choosing the right
EHR system means addressing technical
concerns, such as system interoperabili-
ty (i.e, healthcare data maintained in
‘silos”), non-standardized EHR applica-
tions, concerns about privacy and secu-
rity, risks of technical errors in software
causing billing errors, data capture
anomalies, programming errors, invalid
decision support information, risks of
EHR systems quickly becoming obsolete
and the risk of EHR vendors going out of
business and being unable to support
the investment.

Finally, successful implementation of
an EHR system requires the healthcare
provider's staff to make a significant
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investment of time to be educated and
trained to properly and meaningfully
use the EHR system. Initially (and until
the workforce is trained and the system
is integrated into the practice}, workflow
will be interrupted and staff will need to
devote significant time and effort in
mastering the EHR system. In the end,
the goal is to appropriately use the sys-
tem to reduce medical errors, improve
the quality of care, practice medicine
more efficiently and share information
among a patient’s healthcare providers.®

Even if a healthcare provider chooses
the right EHR system and all technicatl
concerns are addressed {or otherwise
minimized), system implementation
will not succeed without proper training
and education of the users on its capa-
bilities. Poorly trained users, or a staff
with a reluctant or negative attitude
about EHR implementation, can threat-
en a successful launch and the health-
care provider's substantial investment of
time and money. Continuous training,
education and support for the use of an
EHR system are integral components in
achieving meaningful use of the system.

Poor training and lack of education
on the proper use of an EHR system can
expose users and their patients to unin-
tended risks. For example, standardized
or template language included in an
EHR system should not be ignored and
should not be maintained if its presence
in a medical chart would create a false or
misleading medical record, Patient care
may be adversely affected or allegations
of fraud may arise if a physician, who
has not been adequately trained in the
use of an EHR system, unintentionally
leaves default or template language in
an EHR record.”

After the initial EHR adoption, these
‘real world’ barriers and provider con-
cerns may resurface if the healthcare
provider needs to switch EHR systems.
The need to change EHR systems may be
precipitated by any number of circum-
stances, including dissatisfaction with

the functionality of a current EHR sys-
tem, dissatisfaction with vendor support
for the EHR system, physician practice or
hospital mergers and acquisitions, and
physician alignment with a hospital.

When changing EHR systems, health-
care providers must consider not only
what needs to be done to transition to
the new LEHR system, but also how to
properly and effectively sunset the old
EHR system. A mechanism for a data
transfer upon termination or expiration
of a contract is an important item to be
included in an EHR service agreement.
Once again, concerns related to incur-
ring additional costs, managing opera-
tional change and re-training or re-edu-
cating the provider's workforce must be
factored into an investment of another
new EHR system. In addition, providers
must understand how a transition will
affect their status as meaningful users of
EHRs and how they can ensure access to
patient information is not interrupted
during a transition. While a primary
focus for healthcare providers is select-
ing the appropriate EHR system, equally
important in a successful switch of EHR
systems is understanding how the
change will impact patient care and
practice flow. Promoting and securing a
positive attitude among staff about the
transition and re-training will go a long
way in successfully instituting a replace-
ment EHR systemn.*

CMS has recognized that some
healthcare providers participating in an
EHR incentive program may need to
switch EHR systems during the program
year. If an eligible professional or a hos-
pital is in the process of attesting to
meaningful use when it makes a switch
to a new EHR system, the healthcare
provider or hospital must still attest to
the applicable stage of meaningful use
for the entire program year. However,
“the data collected for the selected
menu objectives and quality measures
should be combined from both of the
EHR systems for attestation. The count
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of unique patients does not need to be
reconciled when combining from the
two EHR systems.”®" Further, “[i]f the
menu objectives and/or clinical quality
measures used are also being changed
when switching vendors, the menu
objectives and/or quality measures col-
lected from the EHR system that was
used for the majority of the program
year should be reported.”*

EHR Privacy and Security

From a privacy perspective, sharing
individually identifiable health informa-
tion (protected health information or
PHI) remains an ever-present concern.”
The Health Insurance Portability and
Accountability Act of 1996,* and related
privacy rules* and security rules,® as
amended by HITECH (collectively
referred to below as HIPAA) provide the
framework under which providers must
protect the privacy and provide security
for identifiable patient information.

When a healthcare provider of services,”
such as a physician or hospital, trans-
mits health information in an electronic
form, the provider is considered to be a
‘covered entity’ under HIPAA.*

Covered entities have specific obliga-
tions relative to safeguarding and shar-
ing patient PHI that is transmitted by
electronic media, maintained in elec-
tronic media, or transmitted or main-
tained in any other form or medium,
other than where an exception applies.”
At its core, HIPAA permits covered enti-
ties to use and disclose PHI in order to
carry out treatment, payment or health-
care operations.”” Unless an authoriza-
tion is specifically required with respect
to specific uses and disclosures, a health-
care provider may (but is not required
to) obtain consent of the individual to
use or disclose PHI for these purposes.”

Due in large part to the incentives
provided for engaging in meaningful
use of EHRs, medical practices and

healthcare systems have significantly
migrated from the paper medical chart
and committed to the electronic format
for record storage and billing. But this
initial step represents only the tip of the
iceberg. Financial incentives, in-office
efficiency, modernization and improve-
ment of care may have been an early
driver to go electronic, but the bigger
picture requires these individual EHR
systems transmit data between and
among other EHR systems. Technical
difficulties aside, when varying plat-
forms may or may not achieve compati-
bility, sharing PHI opens the door to a
multitude of beneficial applications,
restrained within the framework of pri-
vacy laws. Regulatory boundaries to
unbridled sharing of data set the limits
that create hurdles for healthcare
providers to collaborate and coordinate
care under a successful and compliant
model.

Healthcare reform has stirred innova-
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tionn and decreased applicability of lin-
ear physiclan-to-physician relation-
ships. Rather than one physician's office
calling another to request medical
records, or faxing a consent to do so,
providers can now pull or push data
from an online portal containing infor-
mation compiled by multiple specialists
and providers. Data exchanges are oper-
able, whereby patient data exists in the
cloud, for a host of recipients to obtain.
Patient care models and other new
modalities, such as accountable care
organizations (ACQs), require sharing
data among providers and vendors, in
order to manage and improve outcomes.
Electronic data is also quantifiable in a
way that paper records were not, for use
in reporting requirements, quality meas-
ures, research, Medicare shared savings
programs and aggregate data from mul-
tiple sources and locations.

With all of this information uplead-
ing and sharing, it is easy for the lines to
become blurred with respect to the secu-
rity of data, and who is responsible for
it. As the sharing of patient data prolif-
erates electronically, the responsibilities
of healthcare providers remain unclear
in terms of reviewing and acting upon
it. Reviewing large amounts of health
information, such as test results, that get
automatically uploaded into a chart,
raises new questions about expectations
and follow-ups.

The multitude of governing laws and
regulations also present challenges. In
addition to HIPAA, the National Insti-
tute of Standards and Technology (NIST)}
has created a cybersecurity framework
that
including healthcare.* Add in state laws,

encompasses  infrastructures,
accrediting bodies, membership organi-
zations, and other applicable rules and
adherence to the multitude of laws, reg-
ulations and guidance becomes chal-
lenging, and may even act as a hin-
drance to care.” Developing compliant
agreements and securing contracts from
each user or end user obtaining informa-
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tion from an electronic record, inciud-
ing HIEs, presents unique challenges, or
even barriers.

Trust is an integral part of care. Physi-
clans and hospitals are charged with
maintaining and honozing that expecta-
tion of privacy in a patient’s health
record. Covered entities must ensure the
confidentiality, integrity and availability
of PHI it creates, receives, maintains or
fransmits; protect against reasonably
anticipated threats to the security or
integrity of the PHI; protect against rea-
sonably anticipated unpermitted uses or
disclosures of PHI; and ensure compli-
ance by its workforce. The covered
entity has flexibility in deciding what
security measures are appropriate, tak-
ing into account factors of size, com-
plexity and capabilities, technical infra-
structure, costs, and probability and
criticality of risks to PHI.* These protec-
tive measures include administrative
safeguards, physical safeguards and
technical safeguards.*

While digitizing records reduces
administrative and staffing expenses,
data hacks and security breaches can rise
to insurmountable levels. Staffing edu-
cation and a sound arsenal of security
policies can go a long way to ensure PHI
is handled correctly and securely to the
extent possible. Firewalls, passcodes and
sophisticated encryption are undoubt-
edly within the realm of necessary safe-
guards to fend off potential cyber
attacks. Auditing system users is also an
essential step in ensuring only those
individuals with a need to access patient
data do so.

An important first step in setting
forth the rights and obligations of the
parties disclosing and receiving PHI is to
enter into a business associate agree-
ment (BAA). A business associate is a
party that creates, receives, maintains or
transmits PHI for and on behalf of a cov-
ered entity, where the provision of the
services involves disclosure of PHILY
Extending the obligations of a covered

entity, a BAA sets forth the obligation of
the business associate to likewise imple-
ment administrative, physical and tech-
nical safeguards to appropriately protect
the PHI the business associate creates,
receives, maintains or transmits on the
covered entity’s behalf.®

Another obligation of the business
associate under a BAA is the reporting of
any security incident of which it
becomes aware.’

In the context of EHRs, the causes of
breaches may take many forms, such as
inadequate enciryption, a lost or stolen
laptop, or even impermissible disclo-
sures without a patient’s consent. This
may affect one or many patients, and
the magnitude of the breach will affect
the reporting requirements.®® Breaches
are treated as discovered as of the first
day the breach is known.* The covered
entity must determine, to the extent
possible, every individual whose PHI has
been accessed, acquired, used or dis-
closed as a result of the breach.” Upon
the occurrence of an electronic breach,
the fact-finding process may be a diffi-
cult path to follow.

Under HIPAA, an unauthorized dis-
closure of PHI is presumed to be a
breach unless the covered entity can
demonstrate there is a low probability
the PHI has been compromised by
engaging in a risk assessment.* In order
to perform a risk assessment that
involves EHR, technical or forensic
experts may need to be consulted to fol-
low the electronic flow of information
or determine the accessibility of elec-
tronic data and mitigate damages, when
possible. The days of locking charts in a
cabinet have been replaced by computer
data loss scenarios that may be costly
and/or difficult to detect. Each individ-
ual whose PHI has been accessed must
be notified, without unreasonable delay,
and not more than 60 days from discov-
ery of the breach, in compliance with
HIPAA** and the New Jersey Identity
Theft Prevention Act.*®
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Providers that participate in HIE
organizations (HIOs) benefit from the
combination of advanced technology
and efficient secure connections with
other participating providers. Member
healthcare organizations and providers
may quickly gain access to patient histo-
ries and medications that leads to
enhanced patient satisfaction, improved
care and error reduction. It also lends
itself to the development of patient por-
tals and electronic communication sys-
tems, aimed at encouraging patients to
participate in their own care. The larger
the network of providers, the more com-
prehensive and reliable the information
will be.

With patient consent, PHI may be
shared by and between various health-
care providers, ACOs and other care
models that would otherwise be unrelat-
ed. Patients retain the choice of whether
to participate in an HIO, and can opt
out at any time. At this time, HIOs are

becoming more prevalent on the state
level. However, a broader national sys-
tem may be possible with increased
interoperability or a universal EHR sys-
tem. While the broader scope of health
information sharing may result in a big-
ger potential upside, any such potential
must be measured against the grander
potential impact of a data breach and
the enhanced difficulty in deciphering
the root cause, or the responsible party.

Conclusion

Health technology
application has a future that will extend
well beyond the regulatory objective of

information

‘meaningful use.” Improving patient
care and reducing medical errors are two
goals that may be achieved through
increased interoperability between EHR
Whether
change is driven purely by government

systems and exchanges.
incentives or a demand in the market-

place for better service and outcomes,

the direction of the industry is one
toward fully electronic medical record
use, retention and exchange. Privacy
and security measures will be required
in order to maintain the integrity of the
provider-patient relationship and adher-
ence to applicable laws. As interoper-
ability among systems is a top priority,
this endeavor requires parties to work
together to develop comprehensive poli-
cies detailing who may access such PHI,
how and for what purpose.* While
avoiding data breaches should be a top
priority, having a plan in place to
respond to these incidents and to miti-
gate damages in the event of a breach
remains a crucial obligation.

Although significant strides have
been made toward realizing the goal of a
secure and readily accessible nationwide
HIT infrastructure, there is still a signifi-
cant distance to close. As the remaining
challenges are met, healthcare providers
and patients alike will enjoy the benefits
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of secure, efficient and effective sharing

of health information with improved

quality of healthcare delivery and

results at lower costs. 63
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